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Purpose of This White Paper
Although Oracle Cloud Infrastructure provides standard operating system (OS) images for
launching compute instances, many scenarios require custom images, either based on the
standard images or created by users.
This white paper describes how to create and import custom images. It provides step-by-step
guidelines for the following use cases:
•

Creating a custom image and using it to launch an instance

•

Importing an image to Oracle Cloud Infrastructure and using it to launch an instance

Scope and Assumptions
To get the most from this paper, you should have a basic knowledge of the Networking
components of in Oracle Cloud Infrastructure, which are illustrated in Figure 1:

Figure 1: Oracle Cloud Infrastructure Virtual Network

You should also be familiar with or have a basic understanding of the following items:
•

Fundamentals of Oracle Cloud Infrastructure

•

Oracle Cloud Infrastructure Identity and Access Management (IAM)

•

Oracle provided OS images

•

Oracle Cloud Infrastructure command line interface (CLI)
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Access Requirements for Creating Custom Images
To create and manage images, you must have been granted access in Identity and Access
Management (IAM) to manage the instance family in the compartment. The following example
policy gives the access required to create custom images and launch an instance using a custom
image:
Allow group InstanceLaunchers to manage instance-family in compartment ABC
Allow group InstanceLaunchers to use volume-family in compartment ABC
Allow group InstanceLaunchers to use virtual-network-family in compartment XYZ

Note: If the specified group doesn't need to launch instances or attach volumes, you could simplify the policy
to include only the manage instance-family statement, removing the statements for volume-family
and virtual-network-family.

The next sections cover the prerequisites and preparatory steps for customizing a standard image
and using it to launch an instance.

Use Case 1: Custom Images
You can create an image of a bare metal instance's boot disk and use it to launch other instances.
Such an image is called a custom image. Instances that you launch from a custom image include
the same customizations, configuration, and software that were installed when you created the
image.

Key Features and Limitations of Custom Images
Following are the key features and limitations of custom images:
•

Custom images are created from an instance’s boot disk and used to launch other
instances.

•

Instances launched from a custom image include the customizations, configuration, and
software that were installed when the image was created.

•

When you create an image of a running instance, the instance shuts down and remains
unavailable for several minutes. When the process is complete, the instance restarts.

•

Custom images are available to all users who are authorized for the compartment in
which the image was created.

•

Custom images include the data from boot volumes only. They don’t include the data
from any attached block volumes.

•

Custom images can’t exceed 300 GB in size.
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•

You can’t download or export Windows custom images.

•

You can’t create custom images for an Oracle Database instance.

•

You can create a maximum of 25 custom images per region per root compartment.

•

Two kinds of images are supported for Windows Server:
o

Generalized images have a generalized OS disk and are cleaned of computer-specific
information.

o

Specialized images have an OS disk that is already fully installed, and are basically
copies of the original bare metal or virtual machine image.

Custom Images: Step-by-Step Guide
In this section, you launch a bare metal instance by using an Oracle provided Linux image, install
custom software on this instance, and then create a custom image. You then use this custom
image to launch another instance and validate that the newly launched instance has the same
custom software installed on it.

Step 1: Launch a Bare Metal Instance
Follow these steps to launch a bare metal instance on Oracle Cloud Infrastructure:
1. Log in to the Oracle Cloud Infrastructure Console.
2. From the Compute tab, select Instances.
3. Choose a compartment in which you have permission to work.
4. Click Create Instance.
5. In the Create instance dialog box, provide the following information:
•

Enter a name for the instance.

•

Choose an availability domain.

•

Choose Oracle-Provided OS Image as the boot volume

•

Choose an operating system for the image. This example uses Oracle Linux 7.4.

•

Choose Bare Metal Machine as the shape type.

•

Choose a shape for the bare metal machine. This example uses BM.Standard1.36.

•

Choose the latest image version.

•

Choose to upload or paste SSH keys (public keys).
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•

Choose a virtual cloud network (VCN).

•

Choose a subnet.

6. Click Create Instance.

Figure 2: Creating an Instance

After the instance is launched, it appears in the Console.
7. Click the instance name to see the public IP address of the instance.
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Step 2: Connect to the Instance
Connect to the instance by using its public IP address. For example:
ssh opc@129.213.16.245

Figure 3: Connecting to Instance by Using SSH

Step 3: Install Software on the Instance
Install any software on this instance. In this example, the open-source software LibreOffice is
installed.
1. Verify that the software (in this example, LibreOffice) is not already installed on this host
(see Figure 4).
rpm -qa | grep -i libreoffice

Figure 4: Verifying That LibreOffice Is Not Already Installed on the Instance

7 | DEPLOYING CUSTOM OPERATING SYSTEM IMAGES ON ORACLE CLOUD INFRASTRUCTURE

2. Install the software (see Figure 5).
yum install libreoffice

Figure 5: Installing LibreOffice

3. Validate that the software is installed on the instance (see Figure 6).
yum info libreoffice
rpm -qa | grep -i libreoffice

Figure 6: Verifying That LibreOffice Is Installed
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Step 4: Create a Custom Image of the Instance
Follow these steps to create a custom image:
1. In the Oracle Cloud Infrastructure Console, click the Compute tab and select Instances.
2. Click name of the instance that you created earlier.
3. Click Create Custom Image and specify the following information in the dialog box:
•

Choose the compartment.

•

Enter a name for the custom image. This example uses custom-webserver-image.

4. Click Create Custom Image.

Figure 7: Creating a Custom Image

The instance is shut down to create a consistent image. After the image is created, the
instance restarts, and a custom image is available on the Compute page under Images.
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5. Click the image name to view its details.
All the compatible instance shapes with which this image can be used are listed (see
Figure 8).

Figure 8: Custom Image Information

Step 5: Launch an Instance by Using the Custom Image
Follow these steps to launch a bare metal instance on Oracle Cloud Infrastructure by using your
newly created custom image:
1. From the Compute tab, select Instances.
2. Choose a compartment in which you have permission to work.
3. Click Create Instance.
4. In the Create Instance dialog box, provide the following information:
•

Enter a name for the instance.

•

Choose an availability domain.

•

Choose Custom Image as the boot volume.

•

Choose the custom image to use. This example uses custom-webserver-image.

•

Choose Virtual Machine as the shape type.
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•

Choose a shape (only compatible shapes are available). This example uses
VM.Standard1.16.

•

Choose to upload or paste SSH keys (public keys).

•

Choose a VCN.

•

Choose a subnet.

5. Click Create Instance.

Figure 9: Creating an Instance from a Custom Image

After the instance is launched, it appears in the Console.
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6. Click the instance name to see the public IP address of the instance. The Image field on
the right side shows that this instance is based on the custom image that you created.

Figure 10: Custom Image Instance Information

Step 6: Connect to the Custom Image Instance
Connect to the new instance by using its public IP address. For example:
ssh opc@129.213.81.1

Figure 11: Connecting to the Instance by Using SSH

Step 7: Verify That the Software Is Installed on the New Instance
Confirm that the software that you installed on the original instance (in this example, LibreOffice) is
already installed on this instance.
yum info libreoffice
rpm -qa | grep -i libreoffice
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Figure 12: Verifying That LibreOffice Is Installed

Summary
Based on these steps, you can customize and install software on an already running instance.
You can create a custom image of your boot disk as a backup or use it as a mechanism to
package your preconfigured OS image and launch new compute instances. This ability is
particularly useful when you need to create multiple compute instances with similar configurations.
The custom image can be used to launch any instance types or shapes: bare metal or virtual
machine instances.
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Use Case 2: Bring Your Own Images
In certain cases, you might want to bring customized OS images from your on-premises
environment into the cloud. Oracle Cloud Infrastructure enables you to bring certain versions of
OSs to the cloud as long as the underlying hardware supports it. You can import a wide range of
new and legacy OSs to Oracle Cloud Infrastructure and use these images to launch instances.
This ability enables you to “lift-and-shift” cloud migration projects.
For more information about bringing your own image, see the Compute service documentation.

Key Features and Limitations of Bring Your Own Images
Following are the key features and limitations of bring your own images:
•

You can install older or cutting-edge, experimental OSs.

•

You are responsible for complying with all the licensing requirements for OS images that
you supply.

Requirements for Bring Your Own Image
Custom images should meet the following requirements. For more details, see the Compute
service documentation.
•

The image must be set up for BIOS boot.

•

The maximum image size is 300 GB.

•

Only one disk is supported, and it must be the boot drive with a valid Master Boot Record
(MBR) and boot loader. You can migrate additional data volumes after the image's boot
volume has been imported.

•

The boot process must not require additional data volumes to be present for a successful
boot.

•

The disk image can’t be encrypted.

•

The disk image must be a VMDK or QCOW2 file. VMDK files must be either the “single
growable” (monolithicSparse) type or the “stream optimized” (streamOptimized) type,
both of which consist of a single VMDK file. All other VMDK formats, such as those that
use multiple files, split volumes, or contain snapshots, aren’t supported.

•

Existing network interfaces aren’t re-created. Instead, a single network interface is
created after the import process is complete. You should use DHCP on this interface to
discover the network settings.
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Requirements Specific to Linux-Based Custom Images
•

The boot loader should use LVM or UUID to locate the boot volume.

•

The network configuration should not hard-code the MAC address for the network
interface.

Bring Your Own Images: Step-by-Step Guide
In this section, you upload a custom image from your local machine to Oracle Cloud Infrastructure
Object Storage. You then import this image as a custom image that can be used to launch
instances. Finally, you launch an instance by using this image.

Step 1: Create an Object Storage Bucket
A bucket is a container for storing objects in a compartment within an Object Storage namespace.
Follow these steps to create a bucket:
1. Log in to the Oracle Cloud Infrastructure Console.
2. From the Storage tab, select Object Storage.
3. Choose a compartment in which you have permission to work.
4. Click Create Bucket.
5. In the Create Bucket dialog box, specify the following information:
•

Enter a name for the bucket.

•

Choose Standard as the storage tier.

15 | DEPLOYING CUSTOM OPERATING SYSTEM IMAGES ON ORACLE CLOUD INFRASTRUCTURE

6. Click Create Bucket.

Figure 13: Creating a Bucket

An empty bucket is created.

Figure 14: Bucket That Has Been Created
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Step 2: Upload an OS Image to Object Storage
To upload an image to Object Storage, you can use the Console or the Oracle Cloud Infrastructure
CLI. The CLI is a tool that enables you to work with Oracle Cloud Infrastructure objects and
services.
The maximum file size that you can upload by using the Console is 5 GB. Because OS images are
generally several GB in size, we recommend using the multipart upload feature of the CLI to
upload the image. Multipart upload allows you to upload large objects in smaller parts in parallel to
reduce the amount of upload time.
Note: Refer to the Oracle Cloud Infrastructure documentation for instruction on installing and configuring OCI
the CLI. The following steps require that you have CLI installed and configured to be used with your tenancy.

Follow these steps to upload an OS image to Object Storage by using the CLI:
1. Open the command prompt.
2. Run the multipart upload command.
oci os object put -ns <object_storage_namespace> -bn <bucket_name> --file
<file_name_and_location> --name <object_name> --part-size
<upload_part_size_in_MB> --parallel-upload-count
<maximum_number_parallel_uploads>

Following is an example of the command:
oci os object put -ns bmcsoutbound -bn my-on-prem-images --file
/Users/nishagup/demo-gpu-image --name demo-gpu-image --part-size 100
--parallel-upload-count 10

When you execute the command, the CLI uploads the file in multiple parts in parallel. It
displays the progress of the upload on screen and prints some metadata about the object.

Figure 15: Multipart Upload of an OS Image to Object Storage
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Step 3: Obtain the URL Path for the Uploaded OS Image
To use the image to launch an instance, you must import the image as a custom image. To do
that, you first need the URL path of the image object in Object Storage. Follow these steps to
obtain the URL path:
1. From the Storage tab, select Object Storage.
2. Click the name of the bucket in which you uploaded the OS image.
3. Click the Actions icon (
from the menu.

) next to the object that you uploaded and choose Details

Figure 16: Object Details

4. In the Object Details dialog box, copy the URL Path (URI) value.

Figure 17: Object URL Path

18 | DEPLOYING CUSTOM OPERATING SYSTEM IMAGES ON ORACLE CLOUD INFRASTRUCTURE

Step 4: Import the Image
Before your on-premises image can be used to launch an instance, you must import it as a
custom image by following these steps:
1. From the Compute tab, select Custom Images.
2. Click Import Image.
3. In the Import Image dialog box, specify the following information:
•

Choose the compartment to import the image into.

•

Enter a name for the image. This example uses my-on-prem-gpu-image.

•

Specify the Object Storage URL for the image that you obtained in the previous step.

•

Choose VMDK as the image type.

•

Choose Emulated Mode as the launch mode.

4. Click Import Image.

Figure 18: Importing an Image
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The Console shows that the image is being imported.

Figure 19: Importing an Image

Step 5: Launch an Instance by Using the Imported Image
Follow these steps to launch an instance by using the imported image:
1. From the Compute tab, select Instances.
2. Click Create Instance.
3. In the Create Instance dialog box, specify the following information:
•

Enter a name for the instance.

•

Choose an availability domain

•

Choose Custom Image as the boot volume.

•

Choose the imported image. This example uses my-on-prem-gpu-image.

•

Choose Bare Metal Machine as the shape type.

•

Choose a shape (only compatible shapes are available). This example uses
BM.Standard2.52.

•

Choose to upload or paste SSH keys (public keys).

•

Choose a VCN.

•

Choose a subnet.
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4. Click Create Instance.

Figure 20: Launching an Instance by Using an Imported Image

This action launches an instance that uses your own image that you imported to Oracle
Cloud Infrastructure.

Summary
Based on the preceding steps, you can import a wide range of new and legacy production OS
images to Oracle Cloud Infrastructure and use these images to launch instances. This ability
enables you to "lift-and-shift" cloud migration projects.
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Importing and Exporting Your Own Images Across Regions
and Tenancies
You can use the image export/import feature to share custom images with other regions and
tenancies, so that you don’t need to re-create an image manually in each region. You must
complete the required steps to manually create the image in one of the regions, but after the image
is created, you can export the image to make it available for import in additional tenants and
regions. The exported image format is QCOW2.
When using import/export across tenants and regions, you need to create a pre-authenticated
Object Storage URL by following these steps:
1. From the Storage tab in the Oracle Cloud Infrastructure Console, select Object Storage.
2. Click the name of the bucket in which your custom image resides.
3. Click the Actions icon (
) next to the image object and select Create PreAuthenticated Request.

Figure 21: Creating a Pre-Authenticated Request

4. In the Create Pre-Authenticated Request dialog box, specify the following information:
•

Enter a name for the pre-authenticated request.
The Pre-Authenticated Target Request value should automatically populate with
Object.

•

Choose Permit Reads On The Object as the access type.

•

Choose an expiration date for the pre-authenticated request.
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5. Click Create Pre-Authenticated Request.

Figure 22: Pre-Authenticated Request Values

The Pre-Authenticated Request Details box appears.
6. Copy the pre-authenticated request URL that is displayed.
Note: This is the only time that the pre-authenticated request URL is displayed, so you must copy it
from here. This is the Object Storage URL that you specify for import/export. If you do not copy this
URL and close this box, you must create a new pre-authenticated URL.

Figure 23: URL for Pre-Authenticated Request

After you create a pre-authenticated request URL, you can follow “Step 4: Import the Image” to
import this image in another region or tenancy by using this URL.
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Summary
The ability to use custom images is an important feature for any public cloud infrastructure as a
service (IaaS) offering. Oracle Cloud Infrastructure offers you the flexibility to bring and run your
own OS images on Oracle Cloud Infrastructure Compute instances. This paper has demonstrated
how you can easily create a custom image from a running Compute instance or create and import
your own custom image from the outside. You can use these custom images to launch bare metal
or virtual machine Compute instances.
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