® CYBER THREAT HUNTING

DETECT ADVANCED THREATS HIDING IN YOUR NE

A guide to the most effective methods.

your digital world, secured
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BREAKDOWN

Threat Hunting Defined

. Cyber threat hunting is one of the best approachesto investigate potential
compromisesdetect advancedthreats, and improve cyberdefenses|t is a thorough
processthat combinesthe use of humantalent and engineeringto seekindicatorsof
Compromise(IOC)in the client environment The industry defines cyber threat
hunting as ¢the processof proactivelyand iteratively searchingthrough networksto
detect and isolate advancedhreats that evadeexistingsecuritysolutiong[1]. Threat
intelligenceanalystsfamiliarize themselveswith an 2 NH I Y A envilorim2n{afd
are able to effectively filter out key events that need closer examination These
analystsfind and identify possibletargets,then interpret patternsaroundthe attack
Threat hunting usually requires tapping into sourcesof intelligence from the Dark
Web aswell as network traffic and endpoints Sincethere is nevera definite answer,
only a stochastigorobability of confirminga compromise,|t is criticalto examineboth
the false positivesand negativesas well as varioussourcesto ensureaccuracyand
keepthe focuson the indicatorsof compromise

How it Works

Threat hunting leveragesthe latest data analyticsalgorithms, while utilizing threat
intelligenceto detect the zeroday cyberattacks,AdvancedPersistentThreats(APTs)
and the latest IOCto answerthe probability of an enterprise compromise LIFARS
optimizesour experiencedapproachto look for threats that have gone unnoticed
within the network environment Tactics,Techniqguesand Proceduresof attackersare
examinedto analyzethe potential vector of compromiseentry, andthe initial point of
a compromise Thesethreats tend to be in the environmentfor long periodsof time
by escapingdetection or maintaining persistence LIFARSIiscoversthese hidden
attacks using a number of detection mechanisms including network forensics,
endpointexaminationand pattern matchingto indicatecompromise
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THE NEED

GrowingCyberBreaches

An organization should implement
proactive measures to reduce the
possibility of a compromise With threat
hunting, an organization can improve
cyberdefensedsby detectingthreats hiding
in its network. The sooner an attack is
found, the faster it can be mitigated,
limiting the amountof damage

Oncesensitiveinformation is leaked,it canbe irreversible Threathunting can help
an 2 NB | Y A ledrporat@ igefidy and integrity by decreasingthe chancesof
private customeror companyinformationfrom gettingleakedor hacked

Thenumber of attackerswithout IT knowledge,suchasscriptkiddiesandinsiders,is
increasingat an alarmingrate, and with the increasedprevalenceof the Internet of

Things(loTs),Bring Your Own Devices(BYODs)and the cloud, network complexity
continuesto growt makingit harderfor organizationdo keeptheir network secure

Asa result, it becomesmore difficult to monitor all the data and activity being sent
or received Moreover, attackersconsidertargeting networks as their top priority,

becauseexploiting one vulnerability can harm hundreds or thousandsof devices
connectedto that network. Choosinghreat huntingcanmitigate thesepossibilities
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WHEN TO CHOOSE THREAT HUNTINC

A businessshould start threat hunting as soon as possible If a companyhasto ask
the question,& Lmi businessat riskor O 2 Y LINE Y dhanSeake & Xtifeito start
threat hunting

More and more organizationsare using threat hunting to improve their overall
security With threat hunting, not only are hidden threats found and detained,
but the speed and accuracyof catching these threats increases,reducing the
likelihoodof anincident Thebiggestchallengefor manycompanieds to makethreat
hunting a viable and obtainable option that bringsin a profit. However,identifying
andunderstandinghe threatsto your systemis the first stepin dealingwith potential
losses
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THELIFARSOLUTION

LIFARS Threat Hunting

When choosingan expert threat hunting firm, it is important to not just evaluate
their experience,but the tactics, and the tools they use as well. At LIFARSwe

continuouslyexplorethe latestinnovationsin the cybersecurityfield, and seekto stay
one step aheadof i 2 Y 2 NJmBustr® Eandscape LIFARSan offer your business
decadesof experienceand lessondearnedfrom previouslyconductedthreat hunting

investigations

As the threat landscapeevolves, keeping up with the latest threats can be a
tremendouschallenge The LIFAR$am staysup to date on the newestthreats and
will continuously monitor your network to detect existing threats ¢ including
advancedr targetedattacksthat havebypassecexistingperimetercontrols

LIFARS Threat Hunting Categories
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ENDPOINT THREAT HUNTING

Breakdown

Endpointthreat huntingis a methodologydesignedio detect and alert if the integrity
and confidentiality of endpoints are compromised Thisis managedby validating
forensics artifacts on the endpoint and determining if the obtained information
requires further examination LIFARSexpert team can accessrelevant information
swiftly and integrate with existing advancedpersistent threat detection solutions
(APTsjo captureendpointsnapshotsLIFARS ableto verify the visibility potential of
compromiseindicators and potential threats, searchother endpointsfor the same
threat, andremediatethe issueleveragingendpointSecuritycleanup methodology

Endpoint Threat Hunting Categories

Endpoint Threat Hunting forensics artifacts can be divided into three categories.

@ 1. Threat Hunting on Active & Recoverable Data:
Processing active files on the system can be a great start to endpoint
threat hunting and artifacts such asefetch, amcache andshimcache

@ 2. Examination of Unallocated Data:
Unallocated data, such as file systems and volatile data, can reveal
impressions of tools such asimikatz system commands argbwershell
activities, and also process volatile data, such as network connections.

@ 3. Memory Forensics Examination:
On the live system or after collectiorprocesses, their parents, and
threads can be found and addressable space can be examined, likely
with Yaratype signatures or other conditional statements.
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