
CYBER THREAT HUNTING 
DETECT ADVANCED THREATS HIDING IN YOUR NETWORK

A guide to the most effective methods.
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Threat Hunting Defined

Cyber threat hunting is one of the best approaches to investigate potential
compromises,detect advancedthreats,and improvecyberdefenses. It is a thorough
processthat combinesthe useof humantalent andengineeringto seekIndicatorsof
Compromise(IOC) in the client environment. The industry defines cyber threat
hunting asάthe processof proactivelyand iteratively searchingthrough networksto
detect and isolateadvancedthreats that evadeexistingsecuritysolutionsέ[1]. Threat
intelligenceanalystsfamiliarizethemselveswith anƻǊƎŀƴƛȊŀǘƛƻƴΩǎenvironment and
are able to effectively filter out key events that need closer examination. These
analystsfind and identify possibletargets,then interpret patternsaroundthe attack.
Threat hunting usually requires tapping into sourcesof intelligencefrom the Dark
Web aswell asnetwork traffic and endpoints. Sincethere is nevera definite answer,
only a stochasticprobabilityof confirminga compromise,it is critical to examineboth
the falsepositivesand negativesas well as varioussourcesto ensureaccuracyand
keepthe focuson the indicatorsof compromise.

How it Works

Threat hunting leveragesthe latest data analyticsalgorithms,while utilizing threat
intelligenceto detect the zeroday cyber-attacks,AdvancedPersistentThreats(APTs)
and the latest IOCto answer the probability of an enterprise compromise. LIFARS
optimizesour experiencedapproachto look for threats that have gone unnoticed
within the network environment. Tactics,Techniques,andProceduresof attackersare
examinedto analyzethe potential vectorof compromiseentry, andthe initial point of
a compromise. Thesethreats tend to be in the environmentfor long periodsof time
by escapingdetection or maintaining persistence. LIFARSdiscoversthese hidden
attacks using a number of detection mechanismsτincluding network forensics,
endpointexamination,andpatternmatchingto indicatecompromise.

BREAKDOWN

http://www.techrepublic.com/article/cyber-threat-hunting-why-this-active-strategy-gives-analysts-an-edge/
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GrowingCyberBreaches

An organization should implement
proactive measures to reduce the
possibility of a compromise. With threat
hunting, an organization can improve
cyberdefensesby detectingthreatshiding
in its network. The sooner an attack is
found, the faster it can be mitigated,
limiting the amountof damage.

THE NEED 

Oncesensitiveinformation is leaked,it can be irreversible. Threathunting can help
an ƻǊƎŀƴƛȊŀǘƛƻƴΩǎcorporate identity and integrity by decreasingthe chancesof
privatecustomeror companyinformationfrom gettingleakedor hacked.

Thenumberof attackerswithout ITknowledge,suchasscript kiddiesand insiders,is
increasingat an alarmingrate, and with the increasedprevalenceof the Internet of
Things(IoTs),BringYourOwn Devices(BYODs),and the cloud, network complexity
continuesto growτmakingit harderfor organizationsto keeptheir network secure.
Asa result, it becomesmore difficult to monitor all the data and activity beingsent
or received. Moreover, attackersconsidertargeting networks as their top priority,
becauseexploiting one vulnerability can harm hundredsor thousandsof devices
connectedto that network. Choosingthreat huntingcanmitigatethesepossibilities.
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A businessshouldstart threat hunting as soon as possible. If a companyhas to ask
the question,άLǎmy businessat risk orŎƻƳǇǊƻƳƛǎŜŘΚέΣchancesareƛǘΩǎtime to start
threat hunting.

More and more organizationsare using threat hunting to improve their overall
security. With threat hunting, not only are hidden threats found and detained,
but the speed and accuracyof catching these threats increases,reducing the
likelihoodof an incident. Thebiggestchallengefor manycompaniesis to makethreat
hunting a viable and obtainableoption that brings in a profit. However,identifying
andunderstandingthe threatsto your systemis the first stepin dealingwith potential
losses.

WHEN TO CHOOSE THREAT HUNTING 
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LIFARS Threat Hunting

When choosingan expert threat hunting firm, it is important to not just evaluate
their experience,but the tactics, and the tools they use as well. At LIFARS,we
continuouslyexplorethe latest innovationsin the cybersecurityfield, andseekto stay
one step ahead of ǘƻƳƻǊǊƻǿΩǎindustry landscape. LIFARScan offer your business
decadesof experienceand lessonslearnedfrom previouslyconductedthreat hunting
investigations.

As the threat landscapeevolves, keeping up with the latest threats can be a
tremendouschallenge. TheLIFARSteam staysup to date on the newest threats and
will continuously monitor your network to detect existing threats ς including
advancedor targetedattacksthat havebypassedexistingperimetercontrols.

THE LIFARSSOLUTION

LIFARS Threat Hunting Categories

Endpoint Threat Hunting

Networks Threat Hunting

Threat Intelligence & Deep Dark Web Search
3.

2.

1. 

3.

2.

1. 
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Breakdown

Endpointthreat huntingis a methodologydesignedto detect andalert if the integrity
and confidentiality of endpoints are compromised. This is managedby validating
forensics artifacts on the endpoint and determining if the obtained information
requires further examination. LIFARS'expert team can accessrelevant information
swiftly and integrate with existing advancedpersistent threat detection solutions
(APTs)to captureendpointsnapshots. LIFARSis ableto verify the visibilitypotential of
compromiseindicatorsand potential threats, searchother endpoints for the same
threat, andremediatethe issueleveragingEndpointSecuritycleanup methodology.

ENDPOINT THREAT HUNTING

Endpoint Threat Hunting forensics artifacts can be divided into three categories.

1. Threat Hunting on Active & Recoverable Data:
Processing active files on the system can be a great start to endpoint
threat hunting and artifacts such as prefetch, amcache, and shimcache.

2. Examination of Unallocated Data:
Unallocated data, such as file systems and volatile data, can reveal 
impressions of tools such as mimikatz, system commands and powershell
activities, and also process volatile data, such as network connections. 

3. Memory Forensics Examination:
On the live system or after collectionτprocesses, their parents, and
threads can be found and addressable space can be examined, likely
with Yara-type signatures or other conditional statements. 

Endpoint Threat Hunting Categories






















