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What is Azure Data Factory

More than ever before, security is one of the biggest concerns for companies. In the past, very few
options existed when it came to passing credentials via code. Hardcoding credentials in configuration
files or using plain text in code are some of the options. With the advent of cloud technology, we are
witnessing a proliferation of generic users for application authentication. Azure addresses passing
credential issue by using security features such Key vault, service principal and managed identity.

This article is a step by step documentation on how to use service principal and managed identity when
implementing data pipelines using Azure Data Factory.

What is Azure Data Factory

Azure Data Factory is a fully managed data integration service in the cloud. Data Factory allows you to
easily create code-free and scalable ETL/ELT processes. More details available here.

Azure Data Factory has more than 80 connectors. In this article, we’ll discuss how to securely connect to
the different data sources using Service principal and Managed Identity. We assume you are familiar
with ADF.

What is Service principal?

Azure service principal is an identity that allows applications, automated processes and tools to access
Azure resources. The role assigned to the service principal will define the level of access to the
resources. It is possible to define the role at the subscription, resource group or resource level.

Authentication to your data source in ADF using Service principal

Create a Service principal
Note that it is possible to create a service principal using PowerShell and the Azure portal. In the article,
we’ll walk you through the creation of a Service using the Azure portal.

Grant access to Service principal
To create a service principal, you will first have to create an Azure Active Directory (AAD) Application
and register the App.

Connect to the azure portal : www.portal.azure.com

Click on Azure Active Directory and select new registration


https://azure.microsoft.com/en-us/services/data-factory/
http://www.portal.azure.com/

£ Search resources, services, and docs (G+/)

&« Dashboard » Microsoft - App registrations
— Create a resource EZ8 Microsoft - App registrations
iy Arure Active Directary
& Home .
|.f-' reg * | s @ Endpoints -4 Troubleshooting | |
[E] Dashboard — -
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= Storage accounts
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&2 Virtual networks
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A new blade will appear after you select new registration.

Enter the name of your application



Register an application

A\ 1 you are building an application for external users that will be distributed by Microsoft, you must register as a first party application

to meet all security, privacy, and compliance policies. Read our decision guide [

* Name

The user-facing display name for this application (this can be changed later).

l adfsecurity

Supported account types

Who can use this application or access this API?

@,‘ Accounts in this organizational directory only (Microsoft only - Single tenant)
i_::J Accounts in any organizational directary (Any Azure AD directory - Multitenant)

i;" Accounts in any organizational directary (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web e | | https://adfsecurity.com

By proceeding, you agree to the Microsoft Platform Policies [

Select register.

As mentioned above, the role assigned to the service principal will define the level of access to the
resources. In this example, we’ll assign the role to the service principal at the resource group level.

Find and select your resource group.

4 Create a resource Resource groups

& Home

Facd 28 kdi colun

& pashboard
Subscriptions: 1 o 7 celecies - Don © ez asubsoipiion?

‘S Al services a4

MvRITES
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In the new blade, under Access Control (IAM) select Add to select Add role assignment

.a IB_BLOGS_RG - Access control (IAM)
[ ft=enutee graup

% Add

| O Search (Ctrl+/)

nns {U) Refresh i Remaove W Got feedback?

I Add role assignment

@) Overview - .]hts Deny assignments  Classic administrators ~ Roles

=] Activity log Add co-administrator | Add role assignment

284 Access control (IAM) Check access
Review the level of access a user, group, service principal, or ® Add a role assignment
L4 Tags managed identity has to this resource. Learn more 2 ™~

\/l Grant access to resourees at this scone be

Select the role you want to assign to the service principal from the new screen.
In the assign access to dropdown list, select Azure AD user, group, or service principal.

In the select tab, find your application. You can enter the name of the App and, as it appears in the list,
select it and click save

Role @

| vl

Assign access 1o @

|| Azure AD user, group, or service principal I e J

Select @

] adfsecunty I v
" ‘ Adfsecurity

n_j adfsecuritystoreprodcus

Selected members:

"i Adfsecurity Remove

I Save Discard



At this point, you almost are ready to start the configuration of your Data Factory. We just need to
retrieve additional information to allow our Data Factory to authenticate. Not only we need the
application id and the authentication key but we also need to generate a certificate and a secret.

To get the application id and authentication key, click on Azure Active Directory in the main menu of the
portal. Select App registrations and search and select your application
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In the overview page of the new blade, copy the Directory (Tenant) Id and the Application (Client) Id

Dashboard > Micrasoft - App registrations > Adfsecurity

ii Adfsecurity

srch (Cri=d) | * 0 Deiete & Endpoints
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Manage

g Sirectary (tenant) 1D : 72 | Applicatian 1D LRI : Add an Application 1D URI
B Branding OFject 10 TN Managed application in ... : Adfsecurity

2

3 Authentication

Let’s generate the certificate that ADF will use to authenticate



Dashboard > Microsaft - App registrations 3 Adfsecurity - Certificates & secrets

Adfsecurity - Certificates & secrets 23

“tri+) Add a client secret

B Overvew
Description

i Quickstart 1
Manage Expires

®in 1 year
B Branding ) In 2 years

D Authentication @ Mever
Cerfificates & secrets I C
e Cancsl
=+ APl permissions | ncel |

G Expose an AP|
-

Ovmers Client secrets

tr i i catic e its [ i L} ken Also can be referr ] iicat 5 '
& Roles and administrators (Prev A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passward

B Manifest
DESCRIPTION @ EXPIRES VALUE
Support + Troubleshooting

X Troubleshooting Mo client secrets have been created for this application.

Client secrets

A secret string that the application uses to prove its identity when requesting a token, Also can be referred to as application password,

| = New client secret

DESCRIPTION EXPIRES VALUE

Adfsecurity client secret 10/5/2020 I cMoA 2 I

Copy and save this value as it will not be displayed going forward.
Configure your Linked Service

Once the Application created and registered, you can go back to your Data Factory and configure the
linked service.

In this document, we’ll show how to configure a linked service to an Azure Blob Storage, in a copy
activity as an example.

In the author tab of ADF, select an existing pipeline or create a new one. In the Activities section, drag
and drop Copy data under Move & transform.

[ Datafactory ~ AR OEER ] o Validateall > Refresh ¥ Discardal () Data

Factory Resources ¥« @I ExcelTocsy * X L Connections X

B

Fiftor rasourcas:by name + Activities ¥ o« =3 Save as template " Validate
4 Pipelines @) 1 Seai aciiviies (3)
B3 * ExcelToCSV 4 Move & transforml..z-.i Copy data
Datasets @ Copy data Ei Deme Service Principal
} Data flows 0 §8 Data flow




Let’s create a new dataset. While creating the dataset, we’ll be prompted to create a linked service.

To create a dataset, select the copy data activity. In the properties, select Source and click on New to
create a new dataset. In the new blade, select Azure Blob Storage as a source.

In the new Window, select CSV DelimitedText as format and click on continue.

Under the properties window, enter the name of the dataset and under Linked Service select New.

Amazon Marketplace Wetk
Servic

y

Lis Apache Impala Azure Blob Starage

“ & N

Azure Cosmos DB (501 Azure Data Explorer Azure Data Lake Storage

AP (Kusto Gen

Provide the requested information as indicated in the screenshot below



New linked service (Azure Blob Storage)

Name *
|LS AzureBlobStorage I

Description

Connect via integration runtime *

AutoResolvelntegrationRuntime

Authentication method

Service Principal

Account selection method
(#) From Azure subscription Enter manually

Azure subscription
My Internal Subscription

Storage account name *
ibblogs

Tenant *
| EAEED ']

Service principal ID *
| 4ebd7e i

Service principal key Azure Key Vault

Service principal key *

I-ou T e T ) I

Test connection
(o) To linked service To file path

@ Connection successful



What is Managed Identity?

When you do not want to store credentials such as login details or keys within the code, you rely on
managed identity. You can authenticate to different services in Azure without having to store
credentials in services such as Azure keyVault. Managed Identity is the new name for MSI (Managed
Service ldentity). More details can be found here.

There are two types of managed identity

Managed Identity

User
generated
Managed Identity

System
generated
| Managed |dentity

Depending on the method used to create the ADF, the Managed Identity is created automatically
whenever an ADF v2 is provisioned. When using SDK/REST API to create ADF, the identity session must
be set to true to create M| automatically.

Authentication to your data source in ADF using Managed Identity

The scenario that we will explore is to copy data from one folder within ADLS gen2 storage to another
folder within ADLS gen2 storage. We will be using managed identity to authenticate between ADLS and
ADF. Let us start by creating an ADF using the portal. Once ADF has been created, you will be able to find
the Managed Identity Application ID and Managed Identity Object ID by looking at the properties tab
within ADF.


https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/overview

Create a Managed Identity

Home » ADFDev > ADFDevD(T - Properties

1= ADFDev007 - Properties 2
Cmmm  Dats lattory (V2
f “
o Smaren {Coi=+4 Data factory
b Overview ADFDevOOT
B Actiity log Laxzation
a4l Access contral (IAM) westeurope
& Tags
Subscription
i d sal oblams
8 vl il baB6{BSE-5c3d-473h-9532 fefd816b4264
Settings
Resource graup
@ ADFDev
General
Provisioning state
= Properties
0 Succeeded
Getting Started
Managed Identity Object 1D
2 Quick start
SBa-e507-4¢1 5 o5
Manitoring
A Alerts Managed ldentity Tenant
iiii Metics | 72t0880t-8671-41a1-51ab-2d7cda1 1647 _

Diagnostic settings
Managed dentity Application 1D

Support « troubleshooting

| 197dndbT-a573-4735-82c5-15868004a08 m

W Resource health

 New suppart request

The next step is to create an ADLS gen 2 with hierarchical namespace enabled.

Basics  Networking Advanced Tags Review + create

Security
Secure transfer required @ O Disabled @ Enabled

Data protection

(®) Disabled () Enabled

0 ciob

ace cannot be enak simul

delete and hierarchical names

Data Lake Storage Gen2
Hierarchical namespace @ () Disabled @ Enabled

Create two folders named source and destination. The folder structure for ADLS gen 2 looks like the one
below



l— adfdev007 - File systems

% == File system f_) Refresh

HAME LAST MODIFIED

destination 104172015, 3:48:26 FM

source 10/1/2018, 3:48:15 FM

X Disgnese and solve problems
W Data transfer
T Storage Explorer (preview)
Settings

Access keys

ea-replicatian
& CORS
= Configuration
& Encrypticn
# Shared access signature
@ Firewalls and virtual networks

0 Advanced security

Properties
& Locks

4 Export template

Data Lake Storaga

B File systems

Upload a text file into the source folder using Azure storage explorer. Azure Data Explorer is a free tool
to easily manage your storage accounts. You can download it here It can be any text file.

ADLS Gen2 supports both RBAC and POSIX-like access control lists (ACLs). The key thing to note is that
RBAC is very coarse permission. The lowest level of permission that can be assigned is at a container
level.

RBAC permission is evaluated first and if permissions are valid, ACLs are not checked, and access is
granted. In short, RBAC supersedes ACLs. To provide ACL permission use Managed Identity Object ID.
To provide RBAC permission use Managed Identity Application ID.

One can use this managed identity for Data Lake Storage Gen2 authentication. It allows this Azure Data
factory to access and copy data to or from ADLS Gen2. Copy the Managed Identity Application ID from
properties tab of Azure Data Factory.


https://azure.microsoft.com/en-us/features/storage-explorer/

Hame » ADFDev > ADFDevDOT - Properties

= ADFDev007 - Properties *
o
Aeareh (Lt l Data factory
h Dverview ADFDevt07
B Actiity log Laxzation
s Access contral (IANY) westeurope

& Tags

Subscription

baB6f8G8-5c3d-473b-953a-fefdd16b4264

¥ Diagnose and solve problams

Settings

Resource group
& Locks

ADFDev
General

= Provisioning state
i= Propsries

Succeeded
Getting Started
Managed ldentity Object ID
sl Quick start . .
10945826507 4c1c-8306-4Bbo} f
Manitaring o
Alerts Mz ad ldentity Tenant
i Metrics 721988bE-86f1-313f-B1ab- 2dTed1 14547 M

B Diagnostic settings

Managed Identity Application 1D

Suppact + oubieshodkiny 197dndb7-a573-4735.82¢5-158{68004ace i

¥ Resource health

w  New support request

Grant access to Managed Identity

Now, we need to grant appropriate RBAC permission to the ADF Application ID on ADLS Gen2 folders-
source and destination. Since we are copying file from source folder, the required permission is
Storage Blob Data Reader role and for destination folder it is Storage Blob Data

Contributor role. You will also need to grant “Storage Blob Data Reader” permission at
account level* to be able to test connection and browse folder from ADF when setting up linked
service.

*if you do not give Storage Blob Data Reader RBAC permission at the account level, you will
not be able to test connection or browse to folder. You will need to trust that it will work i
the right permissions are given at the folder level. For more details refer this.



https://docs.microsoft.com/en-us/azure/data-factory/connector-azure-data-lake-storage

Click on the source folder

i asltdsxﬁ?? - File systems %
D Seorch fcrian 1% dufiesysiem ) Refresh [ Delers

i Overview = A Search file systems by prefic

# Activity log HAnE LAST MODIFIED

% Access control (JAM) destination 107142079, 34825 PM

P Tags i source 10412079, 34875 P;\d - v
§ Diagnose anc solve | 3 — g - - e . :
¥ Data transfer

W Storage Explorer (preview)
ettings
Access keys

P Geo-replication

Select the RBAC for the source folder and click add

.® source - Access Control (IAM)
H" File system

[ search (Cetss) | & == Add it columns ) Refres | M Remove | W Got feedback?
M overview | Checkaccess Role assignments  Deny assignments  Classic administrators ~ Roles
al Access Control (IAM)
Check access
Review the level of access a user, group, service principal, or [} Add a role assignment
managed identity has to this resource. Learn more 2 li
Grant access to resources at this so
Find @ assigning a role to a user, group, se

[ Azure AD user, group, or service principal ~ | principal, or managed identity.

[ Search by name or emad address \/| m Learn 1




Add role assignment

Role @

Storage Blob Data Reader

Assign access to @

Azure AD user, group, or service principal

Select @

197dadb7-a573-4735-82c5-1 58f68004ace|

. ADFDev007

Once the ADF name is selected, you will be able to save the selection.



Selected members:

ADFDev007 RermGe

After saving the changes, check whether an entry is present in the Access Control (IAM) tab for the
folder source

STORAGE BLOB DATA READER

B Aprpevoo7 App Storage Blob Data Reader @

Do the same for the folder destination and the role is Storage Blob Data Contributor



Add role assignment X

Role @
| Starage Blob Data Contributor i

Assign access to @

| Azure AD user, group, or service principal v
Selact @
197dadb7-a573-4735-82¢5-158/680042ce v

i Mo users, groups, or service principals found

Selected members:

“ ADFDev007

Remove

Once saved, check the role assigned to the Managed Identity Application ID

STORAGE BLOB DATA CONTRIBUTOR

ﬂ ADFDevDDT App Storage Blob Data Contributor @ This resource

Create copy activity and linked service

Go to the Azure Data Factory and click author & Monitor-

o. Author & Monitor

o,
e

(

Click Create pipeline



Microsoft Azure

Data Factory » ADFDev007

Azure Data Factory

@ Let's get started

Create pipeline

Videos

Create pipeline
from template

Drag and drop Copy Data activity by expanding “Move & Transform”

Activities ¥«

22 Search activities
4 Move & Transform

g o py data

@@ Data Flow (Preview)

» Batch Service

» Databricks

4 Save oz template

E‘g Save as template

~ Walldate [ Debug

?i Copy datal

LI [

Rename the copy data activity to “ADLS Copy”

" Validate

3 Add trigger

> Debug

@ Add trigger



®g ADLS Copy

| (Cag
+ o— A @ R ¥ {4 =
General Source ' Sink ' Mapping Settings User properties
Name * | ADLS Copy| i [Z Documentation
Description
Timeout 7.00:00:00 L]
Retry 0 (]
Retry interval 30 o
Secure output L]

Now, click on the Source tab and select NEW set the source to be the ADLS Gen 2 folder that holds the

text file

General

1
Source

Source dataset *

Sink ' Mapping

Select...

Select the ADLS gen 2 storage and click continue

Settings

User properties

+ MNew 50

Preview data




New Dataset X

Amazon Marketplace Web

Service Armazon Redshift Amazon 53

:

) Azure Cosmos DB
Apache Impala Azure Blob Storage {MongoDB APl

4 =
L‘ + .
Azure Cosmos DB (SOL Azure Data Explorer Azure Data Lake Storage
AR (Kusta) Genl
E ._ m u
Azure Data Lake Storage Azure Database for Azure Database for
Gend MariaDB MySQL

—
L] -

am —

@ -n-

Select binary copy and click continue

Select format b 4

Chwarise the formst bype of your dats

%2 {1}
(// JEON
LT

Rack Lo

Rename the activity to SourceFolder and select the +new in linked services



Set properties X

Name

SourceFolder

Linked service *

Select... v
! Filter. ;
Select
+ New
[ |

Change Authentication method to Managed Identity and set rest of the information as appropriate

New Linked Service (Azure Data Lake Storage Gen2) s

Mame *

sourcedl 1

Description

Connect via integration runtime * L]

AutoResolvelntegrationRuntime -

Authsntication method

Managed |dentity -
Account selection method L
(%) Fram Azure subscription Enter manually

Azure subscription L]

Select all -

Storage account name *

Annotations

-+ New

P Advanced @

& Test connection Cancel

To test the connection, press the test connection button and “Connection successful” will come up if
permissions/access is correct.



9 Connection successful

& Test connection Cancel

Browse to the file you want to copy and advance to the next page

Set properties X

Name

SourceFolder

Linked service *

saurce0Dl -

Edit connection

File path =
source /| Directory /| FactinternalSales.t«t | Browse [V|
“ Next->Advanced | | Back Cancel

Repeat the same for the destination folder and run the ADF in debug mode to test whether the file copy
works. If all the permissions were set correctly then the files get copied.



2% Save as template " Validate > Debug Q\D Add trigger

ADF execution in debug mode

General Pararmeter: Variables Output

Pipeline run 1D: 00b265f0-0caa-4291-85ea-a38932f51974 (@ 2!
NAME TYPE RUM START DURATION STATUS ACTIONS RUN ID
ADLS Copy Copy 10/03/2019 113 PM 00:00:05 @ Succeeded 3] B oo b24f2b23-ce66-4de1-9b3a-31c60188052¢
File viewed from storage explorer
&~ —> ~ N | destination
Name ~ | Last Modified Cc
[ FactinternalSales.txt 10/3/2019, 1:13:53 PM

Using ACLs instead of RBAC

ACL or Access Control can be done at a very granular level. You grant permission to a specific file and
thereby giving you more control over the permission that is granted to service principal/Managed
Identity. If you would like to have granular control, use ACL. You do not have to give any RBAC
permission. We are copying file from source folder; the required permission is execute on the source
folder and read permission on the file to be copied. For destination folder execute and write
permission need to be granted. The permission is granted to Managed Identity Object ID and
not Managed Identity Application ID.



Home » ADFDev > ADFDevD(T - Properties
:= ADFDev007 - Properties 3
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Settings
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Succeeded
Getting Started
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B Diagnostic settings
Managed dentity Application 1D
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W Resource health

 New suppart request

Open storage explorer and right click the folder for which the access needs to be managed

4 [ adfdev007 (ADLS Gen2)
4 ™ Blob Containers
™ destination
b = File Shares ~ Open

1T Queues Open New Tab

B Tables Properties...

IR | | Manage Access... |

T - (< Delete
PERTIURY N B U R
= (Al Refresh
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Add the Managed Identity Object ID and grant the execute permission

ADFDev007

34eeeb8a-e507-4c1c-a3c6-48b9b35ae0f5

Permissions for: ADFDev007 Read Write Execute
7 Access O O "
@ Default * O U 4

* This will automatically add these permissions to all new children of this directory.
Learn more about default ACLs.

Add user, group, or service principal:

Add

Save Cancel

You need to grant read permission on the file to be copied

ADFDev007
34eee583-2507-4¢1c-a3c6-48b3b352e0f5

Permissions for: $superuser Read Write Execute

¥ Access 4 v )



Finally, on the destination folder grant execute and write permission.

ADFDev007

34eee58a-e507-4clc-a3c6-48b9b35ae015

Permissions for: ADFDev007 Read Write Execute
¥ Access J v/ v
¥ Default * ] v/ v

* This will automatically add these permissions to all new children of this directory.
Learn more about default ACLs.

You will also need to grant “Storage Blob Data Reader” permission at account level* to be able
to test connection and browse folder from ADF when setting up linked service.

*if you do not give Storage Blob Data Reader RBAC permission at the account level, you will
not be able to test connection or browse to folder. You will need to trust that it will work i
the right permissions are given at the folder level. For more details refer this.

Once all the above activities are complete, you can follow the steps provided in “Create copy activity
and linked service” session.


https://docs.microsoft.com/en-us/azure/data-factory/connector-azure-data-lake-storage

Service principal vs Managed Identity

We worked our way through this document to see how we can use each service principal and managed
identity. Both are secure and serve the customers well. Managed Identity is fully managed. This gives
Managed ldentity an edge in organizations were fully managed service is a priority. Hence, our
recommendation is to use Managed Identity whenever it is supported by the service you are using. For
the services not supporting managed identity, use service principal.

For a list of Azure services that support the managed identities for Azure resources feature, see Services
that support managed identities for Azure resources.



https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/services-support-managed-identities
https://docs.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/services-support-managed-identities

